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ABSTRACT

Mobile Ad boc petvorics are playing very important role in the present world. They are applied to several popular
wizeless technologies including cellular phone services, disasier reliaf emergency services, banlefield scensrios,
and other applications. MANET: are decantralized natmworks, and the netvark topology is unpredictably dyvnamic
because of node mobility. As a result, meobile nodes in MANET: act a5 both hosts and routers since MANETs are
decentralized; all mobile nodes need to discover the dymamic topology and deliver messages by themselves.
MANETs 1ely on the cooperation of all mobile podes in the netvork 10 ensure reliabla routing services in the
presence of dynamic topology caused by their mabiliny. The dynamic and cooperative nature of MANETS presants
substantial challengas for network security. Therefore, sufficient protection should be providsd to secure
MANETs to gustantes the intesrity of routing messages and availability of routing services. In other words, the
goal of this dissemation is to exarmine how to securs the routng services of MANETS in order to provide reliabls
Conumunication among nodes.
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INTRODUCTION

A mobile ad hoc network is an sutcnomons callection of mobile devices (lapiops, smart phones, sensors, eic.) that
commnicate with sach other over wirsbess links and copperate in & disgibuted manmer I order @0 provide the
nacessary netmork functionality i the absence of a fined infrastoucture. A MANET is a type of ad hoc network
that can change locations and configare iself on the fiy. The network is 30 autonomons Tansitory association of
mhile nodes that communicate with each other over wircbess links, Modes that e within each other's send range
can communicate directly and are responsible for dymamically discovering each other Inm order to enable
communication between nodes that are not directly within cach other’s send range, inermediate nodes act as
rouers that relay packess generated by other nodes to their destination. The devices or nodes are free 1o join or
leave ke metwork and they may move randomiv, possibly resulting in rapid and unpredicrable opology changas.
Thess mobile nodes establish the rounns tables by exchanging routing messages with each other and then
delivermg data packets for others. Gederally, MANETSs rely on the cooperation of all mobile nodas in the network
to enzure reliable routing services in the presence of dynamic topology caused by their mebility. The dynamic and
Ccooparairve nature of MANE T presents substantial challengas for network secumity.

SPECIAL SECURITY ISSUES FOR MOBILE AD HOC NETWORKS
In addition to authenticaton, infegnity, confidentiality, availability. access contrgl snd noo-repadistion which

have to be addressed differantly in 5 mobile wireless, battery-powered and distoibuated envitonment, mmobils ad
hoc networks raise the fallowing security issues:

Cooperation and fairmess: There is a frade-off Betreen good ciizenship, ie. cooperasticn [2]. and resource
consumption so nodes have fo economize on their resources.

At the same timoe. however, if they do not forward meessages, others might not forward either, thereby denying
them service. Total non-cooperation with oter nodes and only exploiting their readinass to cooperaie is one of
saveral bayooiting behavior patterns.

Therefora, thers has to be an mcentive for 4 node to forvard z ! siimad fo itsalf



