Insha Aliaf et al. ! Intemational Joumal of Computer Science & Engincening Technology (JCSET)

A Specification-based Intrusion Detection
Model for OLSR

fmsha Altaf

Dept. of 1T, National Instituie of Technology, Srmagar, T&EE, India
insha altaf39mgmail com

Insha Majeed

Dept. of IT, National Institute of Technology, Srmagar, J&K, India
inshai3 3 email com

Absrrace—In this paper, we in intreduce a specification based imfrusion detection model for detecting
attacks on roufing protocols in AIANET: Intrusion defecton 15 a viable approach to enhancing the
security of existing computers and metworks. Briefly, an intrusion detection system monitors activity in a
system or network in order to identify onzoing attacks. Intrusion detection techmigues can be cInssified
inte anomaly detection, signature-based detection, and specificafion-based detection. Im Aanomaly
detection, activities that deviate from the normal behnavior profiles, wsually statistical, are flagzed as
attacks. Siznature-based detection matches current acavity of a system against a set of attack siznatores.
Specification-based detecton identifies syvstem operafions that are different from the correct behavior
model. Oar specification-based approach analyzes the protocol specification of an ad hoc routing protocel
to establish a fnite-state-antomata (F5A) model that captures the correct behavior of modes supporting
the protocel. Then, we extract constraints on the behavior of nodes from the FSA model Thus, our
approach reduces the intrusion detection problem to menitoring the individual nodes for vielation of the
consiraints. Soch monitoring can be performed inm a decenfralired fashion by cooperative distriboted
detectors, which allows: for scalabilitv. In addition, since the constraing: are developed based on the
correct behavier, our appreach cam deteci both knovwn and uonkmewn attack:We chepse OLSR
(Orptimized Link State Roufing) [10] as the routing protocel for the corrent investigation.

Eeywords— Access control, ADDV, sorage node, Optimized Link State Routing, Topolosy Control, hop, finite-
state-automaia MANET.OLSE.

I INTRODUCTION TO OLSE

OLSR is a proacoive table-driven link-state routing protocol developed by INRIA [10]. The protocol is a
refinement of traditional link state protocols empboved in wired networks, in the laner, the local link state
informafion is disseminated within the nebwork using broadeast fechnigues. This flooding effect will comswime
considerable bandwidth if directly emnploved in the MANET domain, and therefore, OLSE is designed o
aptimally disseminate the local link state informationaroond the network using a dynamically established sub-
metwaork of multipoint relay (MPR) nodes; these are selected from the existing network of nodes in the MANET
by the profocol.

OLSR employs two main confrol messages: Helle messages and Topology Control {TC ) messages o
disseminate link state information. These messages are periodicatly broadcast in the MANET i order 1o
esiablish the routing tables ai cach node independently. In (OLSE, only nodes thai have bidirectional
{symmetric) links between them can be neighbors. Hello messages contain neighbor lists o allow nodes o
exchange neighborinformation, and set up their 1-hop and 2-hop neighbor lists) these are used to caleukaie muli-
point relay (MPR] sc1s]1].

An MPR set s a 1-hop neighbor subset of 2 node to be wsed to reach all 2-hop neighbors of the node. (OLSR
eses MPR sets o minimize flooding of the periodic control messages. Modes use Hello messages (o announce

their MPR sets together with I-hop neighbor sets. When a node hears its neighbors choosing it as an MPR node,
those neighbors are MPR selectors of the node, and the node will announce its MPR seloctor set to the network
by broadcasting TC messages[2].

TC messages are forwarded by MPR nodes o all nodes of the network., When a node receives a2 TC
message, it will note that the originator of TC message is the “last-hop™ toward all MPR sclectors listed in the
TC message, The links are then added into the topobogy table. Using = topology table, the node can see up its
rouiing table by recursively traversing the (last-hop 10 node, node) pairs in ifs topelogy table (see Figure 1) and
picking up the shortest path with the minimal hop count. Therefore, each node of the network can reach all other
masdies] 3]



