
DOI: 10.4018/IJCVIP.2020100102

International Journal of Computer Vision and Image Processing
Volume 10 • Issue 4 • October-December 2020


Copyright©2020,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



29

Digital Image Encryption Based 
on Chaotic Cellular Automata
Zubair Jeelani, University of Kashmir, India

 https://orcid.org/0000-0003-4600-2899

ABSTRACT

Cellularautomataaredynamicalsystems,discreteintermsofbothspaceandtime.Manycellular
automata are capableofgeneratingchaos andarewell suited for applications likedigital image
encryptionandscrambling.Variouscellularautomata-baseddigitalimagescramblingtechniqueshave
beenproposedinliterature.Anadversarymayhaveaccesstoasetofimagesfromwhichtheparticular
imageisscrambled.Theproblemwiththesetechniquesinthisparticularcaseisthatanadversarymay
beabletofindoutthetruecontentofthescrambledimagejustbycomparingitshistogramwiththe
histogramsofasuspectedsetofimages.Inthispaper,asecuredigitalimageencryptiontechnique
basedonoutertotalisticcellularautomataisproposedthatmodifiesthehistogramofthescrambled
imagesothatitisdifficulttoguessthetruecontentcarriedinthedigitalimage.

KEywoRDS
Cellular Automata, Entropy, Image Encryption, Image Scrambling

INTRoDUCTIoN

Protectionofdigitalimagesfrommaliciousentitiesisanimportantconcerninmoderndigitalspace
(SaranjameandDas,2018).Digitalimagescrambling(DIS)referstochangingthespatialarrangement
ofpixelintensityvaluestohidethetruecontentoftheimage.DISisusedasapre/postprocessing
stepinthedigitalimageencryptionprocess(JeelaniandQadir,2018b)becauseDISisn’tsufficient
toprovideafoolproofsecuritytotheimagecontent.Basically,DISjustpermutesthepixelsina
digitalimageandassuchthehistogramofthecompleteimageissamebeforeandafterthepixel
scramblingisdone.Anadversarymayobtainthescrambledimagefromastoragedeviceoracomputer
network.Moreover,theadversarymayhaveaccesstoasetofimagesfromwhichtheparticularimage
isscrambled.Insuchacase,theadversaryjustneedstocomparethehistogramofthescrambled
imagewiththehistogramofeachplainimageintheset.Thisposesaserioussecurityproblemand
assuchDISmustbesupplementedwithdigitalimageencryptiontofullysecurethedigitalimages.

Someresearchersproposeconventionalcryptosystems(Jipinget al.,2008)todirectlyencrypt
images.But this is not advisabledue to largedata size and real-timeconstraintsof imagedata.
Conventionalcryptosystemsneedalotofcomputationaltimetodirectlyencryptthousandsofimage
pixelvalues.“Ontheotherhand,unliketextualdata,adecryptedimageisusuallyacceptableeven
ifitcontainssmalllevelsofdistortion”(Soleymani,Nordin,andSundararajan,2014).Forallthe
abovementionedreasons,thealgorithmsthatfunctionwellfortextualdatamaynotbesuitablefor
multimediadata(Soleymani,Ali,andNordin,2012).DISiscomputationallylessexpensivecompared
toimageencryptionbutcan’tbeusedonpixelleveldirectlytoencryptimages.Therefore,bitlevel
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imagescrambling(Ping,2015)hasbeenproposedtouseDIStoencryptimagesbymodifyingthe
histogramoftheinputimage.

Themainobjectiveoftheworkpresentedinthispaperistoproposeasecureandrobustcellular
automata-baseddigitalimageencryptionalgorithmthatemploysDIStoencryptdigitalimages.The
proposedimageencryptionsystemusestheprinciplesofdigital imagescramblingbasically,and
therefore,theproposedalgorithmisveryefficient,fastandsimple.Abriefintroductionofcellular
automataandthecellularautomatarulesusedinthisworkarediscussedinthefollowingsection.

BACKGRoUND

Theproposedworkisbasedonthetwodimensionaloutertotalisticcellularautomata(2D-OTCA)
model.Below,wefirstdiscusstheconceptofcellularautomata(CA)ingeneral.Next,the2D-OTCA
modelisintroducedandthe2D-OTCArulesusedinthisworkarealsointroducedinthissection.
Finally,thereviewoftherelatedliteratureispresentedinthissection.

Cellular Automata
Cellularautomata(CA)aremathematicalmodelscharacterizedbydiscrete timeandspaceunits.
Thediscretespaceunitsarecalledcellsandeachcellhasacellstateatanygiventime.EachCAcell
evolvesaccordingtoapredefinedrule(localtransitionfunction)denotedbytheδsymbol.TheCA
ruletakesthestateofthecurrentcellandstateofcellsinthelocalneighborhoodofthiscurrentcell
attimet.TheCAruleassignsanewstatetothecurrentcellattimet+1asafunctionofstateofthe
currentcellandstatesoftheneighboringcellsattimet.Mathematically,acellularautomatonCcan
beexpressedasaquintuple(YeandLi,2008)asshowninequation1.

C=(Σ,N,δ,A,Gδ) (1)

where,ΣisthefinitesetofstatesaCAcellmayassumeatanygiventime;Nisthelocalneighborhood
ofacell,whereN={c1,...,ck}isafinitesubsetoftheCAlattice;δ:ΣN→Σisthelocaltransition
functionwhichdeterminesthenextstateofthecellunderconsiderationatnexttimestep;Aisthe
configurationset;and,Gδistheglobalmapping.

Cellular automata have been successfully used to solve a wide variety of image processing
problems includingnoise filtration (Jeelani andQadir (2018a)),digital image forgery (Ganiand
Qadir(2020))anddigitalimagescrambling(JeelaniandQadir(2020)).Inthefollowingsubsection,
wediscusstheimportantCAmodelthatisusedinourproposedwork;thetwo-dimensionalouter
totalisticcellularautomata(2D-OTCA).

Two-Dimensional Outer Totalistic Cellular Automata
Two–dimensionaloutertotalisticcellularautomata(2D–OTCA)consistsofarectangularlatticeof
cells.Thecellsintherectangulargridarealsorectangularinshape.Thelocaltransitionfunction(δ)
usedtoupdatethestateofacellC(i,j)in2D–OTCAisshowninEquation2.
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Thelocaltransitionfunction(δ)calculatethenewstateofthecellC(i,j)attimestept+1asa
functionofthestatesofthecellC(i,j)andcellsinitslocalneighborhoodattimestept.δisapplied
toeachcellinthe2D-OTCAsynchronouslysothateachcellreceivesanupdatedstateatthenext
timestep.Therearemanydifferentwaystoselectthelocalneighborhoodcellsforaparticularcell
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