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Abstract

Leveraging the cloud support has proven critical and pivotal in storing/managing the data being
generated at an exponential rate by Internet of Things (1oT) devices. The data sensed by 10T devices is
private mostly and needs to be protected from unauthorized users during its transit where symmetric/
asymmetric cryptography like RSA, AES work well. However, these cryptosystems fail as they need to
access plaintext for performing data analytics thus revealing data to cloud owners. The proposed model
mitigates this concern by employing fully homomorphic encryption (FHE) for enciphering of data
collected from the sensor for privacy preserving and providing confidentiality services before sending it
to the cloud for analytics. FHE allows direct computation on encrypted data. Moreover, the model
performs error detection / correction using Reed Solomon Codes (RS Codes) at edge/fog nodes and at
cloud also as an additional security measure keeping in mind the sensitivity of the data obtained for loT
system. It is a unique model combining power of FHE and RS codes for 10T objects.
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1. Introduction

Any physical object equipped with communication portion can connect to the Internet and be a part of the
loT infrastructure. It includes almost everything you would consider including wearable’s, bulbs, TV ,
etc. The number of loT-enabled devices is now 22 billion as per the Strategy Analytics Report, and the
study estimates that 38.6 billion devices will be connected by 2025 and 50 billion by 2030[1]. *

=
= E= [l =S

Physical
Object

Figure 1. 10T architecture

1.1. Home Automation
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