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Summary

As a new development in digital forensics, cloud forensics (CF) is being utilized to
combat cyber-crimes. Nevertheless, the centralized compilation and preservation of
evidence lessen the reliability of digital evidence. Also, the Cloud environment faces
the challenge of securing the Provenance Information (Pl) without being forged or
tampered with, by either an internal or an external party. In the existing works, the
researchers have made several attempts to trounce the issues of CF investigation
but still, those issues have not been eliminated. Thus, by employing modified elliptic
curve cr (MECC), an CF igation system (CFIS)

on a centralized cloud provenance (CCP) system has been proposed to surpass such
issues. For encrypting the data for a user and to securely upload and download the
data, the MECC was proposed. For producing the group key, SHA-512 was wielded.
The proposed system's performance, when appraised, was found to exhibit enhanced
performance against the prevailing methodologies.




